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Staying cyber safe
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To comprehend the sheer extent of current threats,
antivirus business Kaspersky has created an
interactive map. It depicts the number and type of
cyber threats in real time. If you are reading this white
paper online, | am sure you will agree that it is almost
hypnotic. If you are reading offline, | recommend you
visit http:/cybermap.kaspersky.com.

But the map is also incredibly worrying. The total
number of security attacks detected increased by 48
per cent from 2013 to 2014 and there is little evidence
to suggest this percentage will decrease in 2015.
Despite these figures, it appears that information
security programs have actually weakened, due
largely to naivety and inadequate investment.

he industrial sector alone, companies reported a
per cent increase in detected security incidents in
14. The resulting financial costs increased by 34%,
from Barclays suggests that nearly
sses that suffer a cyber security attack

eport analyses the increasing global
and outlines the value of implementing
focussed security strategy to ensure the
both employees and industrial

ystems.
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In a manufacturing context, typical security incidents include
infection by malware, unauthorised use, manipulation of data,
espionage and denial of service - the latter being an attempt
to make a machine or network resource unavailable for its
wemssssesintended-users:

Defence against these kinds of threats takes more than simply
investing in new software or hiring a Chief Information Security
Officer (CISO), although these measures are a good start.
Changes need to be implemented from the ground up. Before
we get ahead of ourselves there are certain steps that should

g be taken prior to anything else. A :

To evaluate properly the likely threats, system owners must first
assess the weak points of that system - including the human
element. In an automated environment, this may reveal a
scenario in which a property of the whole is considered
beneficial from an automation perspective, but detrimental
from security one.

N

For example, a remote device that is free to gain access to a
programmable logic controller (PLC) without authentication

identify these weaknesses in order to access risks and take
appropriate action.

Manufacturers and.industrial companies should pay particular
- attention to three core areas. The first is the weak points that
- “arise due to improper equipment or software implementation.
‘This could be a faulty device or piece of programming.

The rise of interconnectivity and the Internet of Things allows = -
everything in a factory to communicate using a common
protocol generating a large amount of data. This brings us to
the second area companies should focus on: securing the

mass data flow so that hackers cannot exploit it.

~ Finall weak 0|nts often ar|se due to oraanatlonaI measures

CISOs team update operatlng systems Web browsers and
applications whenever necessary. This negates the worry of

~ Using a-product that has known flaws, which a developer has
corrected in a later version: You should implement a corporate
polrcy dedu:ated to updatlng software to solve th|s problem

Overall itis essentlal that, dur|ng an initial secunty assessment;
‘the team identify, group: and isolate the critical |nformat|on
belonging to the business so that the CISO's team can properly :
protect it. This should be the main priority for any company

p— concerned with its cyber secunty ‘
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