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pyramid. This includes field level smart sensors on the plant
floor and corporate network devices at enterprise level.

Accessing factory floor data from the office network or even
remotely has become an increasingly important feature in
the age of big data.

Devices at embedded level - such as smart sensors and
actuators - generate useful raw data that when analysed. This
allows companies to better understand the behaviour of
processes and installations and provides data trends that can
then be used to maximise profitability.

To recap - the three major benefits of OPC UA are
interoperability, platform independence and scalability.
These three advantages are key to the development of
Industry 4.0 applications and the smart factory of the future.
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OPC UA for Industry 4.0

Before the first industrial revolution man and beast worked
together to harvest an end product from the land.
Communication between humans and horses, for example,
was the same then as it is now - extremely limited and
largely one directional. Thankfully, modern production
methods have come a long way.

The majority of industrial automation equipment in a
modern plant implements features of the OPC standards to
accurately commmunicate with one another and maintain
continuous production - a must in industries such as oil and
gas. The most common functions OPC UA helps facilitate are
data access, historical information logging and alarms.
Coincidentally, these are also the building blocks

of the smart factory.

Data access provides a method for the secure and reliable
exchange of information in real-time. For example, PLCs on
the factory floor control flow of production based on the
information sent to them by smart sensors on the production
line. This data is also sent on the fly to HMIs to be visually
represented for monitoring purposes.

If a plant employs remote data access (RDA), and has the
automation software infrastructure in place, plant managers
don't even need to be in the factory to monitor the system.
It's these kinds of advanced automated processes that OPC
UA helps to make possible.

The OPC UA protocol also allows for historical data and
events to be stored in a database, be it on the premises or in
the cloud. Intrinsically linked to the concept of Industry 4.0 is
another industry hot topic - big data. This trend sees
companies storing terabytes of raw data collected from
devices on the factory floor.
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Big data is used in industry to better understand processes,
analyse patterns and make future predictions. Once a
company fully understands their production, by scrupulously
analysing data from the most basic of devices, changes can
be implemented to maximise productivity.

It is therefore important that factory data can be accessed
from office networks on the enterprise level. OPC UA's
scalability and interoperability makes this both possible
and safe.

Like warning calls in the wild, alarms and conditions notify
the end user when preset triggers are hit by variables such as
temperature, flow or pressure. Smart sensors on the
production line convey signals to HMIs to let managers know
whether optimum level has been achieved or not.

Embedded OPC UA technology enables open connectivity
on devices, sensors and controllers and delivers clear
advantages for businesses. Thanks to the data OPC UA
facilitates, end-users benefit from faster decision-making and
interoperability from the outset. The integrated enterprise
architecture at the heart of Industry 4.0 is becoming a reality.

Users can even try before they buy to ensure products are
compatible with other OPC UA technologies. The OPC
Foundation Compliance Working Group provides all
members with compliance test tools (CTTs). The Foundation
also runs interoperability workshops for face-to-face testing
between different vendors and products. These check
automated products for compliance before implementation
and can save companies both time and money when
building and maintaining their smart automated

industrial systems.

As effective as interoperability, scalability and platform
independence are when it comes to achieving Industry 4.0
nirvana, there is one more thing that needs to be taken into
account. Security is always a bit of a sore spot when creating
a highly automated communications ecosystem.

euautomation.com




Da QA C ‘ecogl ed anAda
7\ fon secu ‘ ernet €0 mu‘n,i.

layer (SS).transportilz

RS

'hstan
sted to protecting di

term: Use

|
ensures the auth ation ofielie

leu

The application level security deals with the verifiab
functional profiles. This level authenticates applications, sc
they are free to transfer information a hrough the
ding of certificates, applications are recoc
erified.

Fi ansport security level measures t egrity and
confic he exchanged messag‘eg;[hese

mecha event common security threats, su
eavesdropp \ age alteration, in which hackers

gain unauthor ; he server to hijack
and alter commani N

egrated OPC UA se at eep information
om hackers or maliciotis third pa elps
e, detect and request lost data, w 2nting
eplay, so hackers can't recall informatic o
ndancy and executes failover support i

ation security and you're leaving the
and the risk of downtime. The threat
and therefore the suitable level of
eedtorbe properly analysed.

A

@

euautomation .
euautomation.com



Language of the future

People often have trouble saying goodbye, dogs will even pine
when a beloved owner leaves their sight. In life as in industrial
automation, sometimes the best thing to do is not dwell on the
past. Instead, we should look forwards at the ways OPC UA wiill
aid communication in the Industry 4.0 enabled factories

of the future.

The dream of Industry 4.0 is to be able to build smart systems
with reliable and self-diagnostic architecture, to create smart
factories that can essentially be left to their own devices. No pun
intended. Future factories could learn and make predictions
based on the analysis of terabytes of raw data so they stay ahead
of the curve in terms of efficiency and productivity.

Maintenance and repair could be directly initi&ed by the
components of the intelligent factory. If spares need to be
sourced, suppliers will be contacted automatically with time
factored in for shipment and implemezzin. And with OPC
compliance, certified products will be integrated almost instantly
in an existing system. / .

Industry 4.0 could even see products controlling their production
process. And why not? £

™

By utilising different forms of communication technology, such
as radio frequency identification (RFID), components could store
information on how they should be processed.

At each stage of the production process RFID tags embedded’g_m
objects would be read and different machines would interpret
how the product should be fashioned. Production would
become incredibly flexible. However, for this to happen,
standards will need to be implemented or updated so RFID can
communicate with PLCs, manufacturing execution systems
(MES), and further along the line, enterprise resource planning
(ERP) systems.

The beasts of Industry 4.0 have been given a standardised
language in OPC UA, but there is still wider adoption that could
see smart technologies in industry taken to the next level. OPC
UA will be critical for this success, enabling the exchange of data
across all levels of an organisation.

For centuries, humans havé'tried to understand different species'
communications so as to garm bonds beyond our own kind. This
has led to the domestigation of dogs and cats, but largely we've
failed to do as Dr. did and commmunicate with other
OU, But in this respect machines have

re decades thanks to the OPC UA standards.
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